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1. Request Information
Field Value
Request ID FCR--
Date Submitted /.
Requested By
Department
Email
Phone
Business Justification
Priority [] Critical [ ] High [ ] Medium [] Low

Requested Implementation Date //

2. Change Description

Type of Change
o New firewall rule
o Modify existing rule
° Remove existing rule
° NAT/PAT change
o VPN configuration
. Policy route change
o Object/group modification
o Other:

Firewall Platform

o Palo Alto Networks
. Fortinet FortiGate
. Cisco ASA / FTD

° Check Point

. Juniper SRX

. Other:

Affected Firewall(s)

Firewall Name Management IP Location



3. Rule Details

Source
Parameter Value
Source Zone
Source IP/Subnet

Source Object/Group

Destination
Parameter Value
Destination Zone
Destination IP/Subnet

Destination Object/Group

Service
Parameter Value
Protocol [JTCP[JUDP[]ICMP[]Any
Port(s)

Application (L7)

Service Object

Action
o Allow
° Deny
. Drop (silent)
Logging
. Log at session start
o Log at session end
. No logging

Rule Expiry
. Permanent

° Temporary — Expiry date: //.

4. Risk Assessment



Question Yes/No
Does this change expose internal services to the internet?
Does this change allow access to sensitive data zones (PCl, PIl)?
Does this change affect production traffic?
Is this change required for compliance (PCI, ISO, NIS2)?
Has this change been tested in a non-production environment?

Does this change require a rollback plan?

Risk Level: [ ] Low [ ] Medium [] High [] Critical

5. Approvals
Role Name Signature Date
Requestor
Application Owner
Security Team
Network Team

Change Manager

6. Implementation
Field Value

Implemented By

Implementation Date /A—
Change Window tto:
Rollback Plan

Verification Method

Post-Change Test Result [1Pass [] Fail

7. Post-Implementation Review
Check Status Notes
Rule implemented as requested [1Yes[]No

Traffic flowing as expected [1Yes[]No

Comments



No unintended side effects [1Yes[]No

Logging confirmed [1Yes[]No

Documentation updated [1Yes[]No

Requestor notified [1Yes[]No
Closed By: Date: //
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